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INTRODUCTION  

In our recent KYE paper on malicious web servers, we identified several hundred malicious web servers. These 

servers launched, so-called drive by downloads, that allowed them to gain complete control of the client machine 

without the consent or notice of the user, who merely visited the malicious web server with his (vulnerabl e) web 

browser. In our study, w e analyzed a large number of web servers with our client honeypot Capture-HPC, which 

allowed us to assess whether a server was malicious, then inspect the exploit code that was sent to the client and 

the potential malware downloaded.  However, many questions remained unanswered: 

 

1. We observed that malicious servers were not consistent in their behavior . When interacting with a 

malicious server, it might initially demonstrate malicious behavior, but cease to do so on subsequent 

attempts. We were unable to discover with certainty the reason or technique for this non-deterministic 

behavior.  

2. We observed that only the Internet Explorer browser was targeted. Was this because attackers were 

choosing not to attack the other browsers in our study, or because of the specific set of browsers/versions 

we chose to include?  

3. We observed that malicious web pages accessed centralized exploit servers. However, we were unable to 

determin e whether this was common practice or a one-time incident.  

4. We consistently observed obfuscation to be deployed on the malicious pages, but could determine neither 

how the obfuscated code was generated nor whether there are elements of the obfuscation engine that are 

consistent and detectable with static code analysis. 

 

Web exploitation kits , which increasingly appeared in 2006/7, will provide us with a behind -the-scenes look at 

how these malicious web servers operate. In this paper we will give a brief functional overview of several web 

exploitation kits , then delve into answering the questions above through analysis of these kits and malicious web 

servers that use it. The web exploitation kits that we will examine are Webattacker, MPack and Icepack. We 

conclude with implications of our discoveries on client honeypot technology and future studies on malicious web 

servers. 

http://www.honeynet.org/
mailto:Christian.Seifert@gmail.com
http://www.nz-honeynet.org/
http://www.honeynet.org/papers/mws
https://www.client-honeynet.org/capture.html
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WEB EXPLOITATION KITS  OVERVIEW  

A web exploitation kit allows an attacker to gain control of a client machine when it visits a malicious web page. 

Figures 1 and 2 show the steps that are usually taken by these drive-by-downloads. First, a user visits a web page 

that hosts a web exploitation kit . Following the clientôs request, the web server might implement some server side 

logic that assesses from what country the request is coming, what browser is being used, etc. and then returns the 

attack code as part of the response.  The attack code attacks the client, and if successful, executes a downloader 

component without the userôs consent or notice (Step 1). The downloader in turn will make a follow -on request to 

download and execute a piece of malware from a URL specified by the attacker (Step 2). Alternatively, the step can 

be skipped and the malware delivered with the initial attack code maki ng Step 2 unnecessary. At that point, the 

attacker has complete control of the client machine and can steal sensitive information, such as credit card 

numbers or account credentials, join the client machine in a botnet, use social engineering to entice the user to 

purchase bogus products online, etc. The user did not notice that he was just successfully attacked as all steps are 

happening in the background. As such, drive-by-downloads is a popular technique in the attackerôs arsenal. 
 

`
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Figure 1 ï Client-Side Attack - Step 1 
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Figure 2 ï Client-Side Attack - Step 2 
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WebAttacker is one of the first web exploitation kits that appeared in early 2006. It w as sold on Russian web sites 

for about $15 1. MPack, a more sophisticated web exploitation kit,  was developed shortly after by three Russian 

programmers who call themselves the ñDream Coders Teamò 2, and was initially released in June 2006 . The tool is 

sold via the underground market for approximately $700 to $1000 and according to VeriSign/iDefense 3, it has 

been responsible for thousands of infections.  IcePack was first reported in July 2007  4,5 and is quite similar to 

MPack. It has been developed by another group, the IDT group, with a purchase price of $400.  Since August 2007 

even Chinese localizations of the MPack/IcePack toolkits are available 6. 

 

Under the hood, these web exploitation kits are quite simple. WebAttacker consists of a Perl and some PHP 

scripts.  MPack/IcePack consists of several PHP scripts and a downloader creator that allows the user to create 

custom downloaders, programs designed to retrieve and install the actual malware. The use of the downloader 

frees the attacker from any size limits posed by the payload buffer and potentially provides some encryption 

routines to evade intrusion detection systems. Our test installation of MPack was as easy as unpacking the MPack 

archive into a directory, editing a simple configuration file and pla cing the downloader into the directory.  The 

provided documentation and sample configuration assisted us in our efforts. Once the web exploitation kit is 

installed , attacks are live and accessible on the web server under a specific URL, and the attackerôs only remaining 

task is to entice users to visit this URL. 

 

Once a  kit is set up, the application can provide the attacker with information about the progress of its attacks via 

a password protected administrative/statistics page. The MPack administrative i nterface is shown in Figure 3. It 

primarily contains information on the success rate of the various attacks  and information about the location of the 

attacked clients. Similar administrative interfaces exist for WebAttacker and Ic ePack. We will review the 

administrative interface of MPack in more detail below.  

 

IP TRACKING  

First, we will investigate our observation of non -deterministic behavior of malicious web servers. Repeated 

interaction with a malicious web server did not consi stently yield malicious behavior. Analysis of MPack/ IcePack 

exploitation kits allows us to - at least partially - explain this behavior.  

                                                 

 

 
1
 http://www.theregister.co.uk/2006/03/27/spyware_diy/  

2
 http://www.theregister.co.uk/2007/07/23/mpack_developer_interview/  

3
 http://isc.sans.org/diary.html?storyid=3015  

4
 http://www.finjan.com/MCRCblog.aspx?EntryId=1601  

5
 http://pandalabs.pandasecurity.com/archive/Ice_2800_Pack_2900_-for-the-summer.aspx  

6
 http://ddanchev.blogspot.com/2007/10/mpack-and-icepack-localized-to-chinese.html  

http://www.theregister.co.uk/2006/03/27/spyware_diy/
http://www.theregister.co.uk/2007/07/23/mpack_developer_interview/
http://isc.sans.org/diary.html?storyid=3015
http://www.finjan.com/MCRCblog.aspx?EntryId=1601
http://pandalabs.pandasecurity.com/archive/Ice_2800_Pack_2900_-for-the-summer.aspx
http://ddanchev.blogspot.com/2007/10/mpack-and-icepack-localized-to-chinese.html
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Figure 3 - MPack Administrative Interface   

 

MPack can be configured via the $BlockDuplicates option to only deliver an attack to a user it hasnôt seen 

before. If this ñIP tracking functionalityò is enabled, MPack exectutes the CheckAddUser  function shown in 

Figure 4. The userôs IP address with the browser identifier are hashed (line 08) and stored in the MPack database 

(mysql or txt fi le) (lines 48-49 and 23-25). Upon repeated visits by the user with the same IP address and browser 

identifier, the hash is once again generated and checked for existence in the MPack database (lines 15 and 29, 30, 

41-42). If it is found, an ñunhappyò emoticon is displayed  and no attack is delivered (line 17 and 44). (Similar 

functionality exist in IcePack 7.) 

 

The CheckAddUser function explains why certain URLs are malicious and then permanently go dormant. 

However, this would not explain URLs that exhibit  malicious behavior, temporarily go dormant (maybe one or 

two requests), but then exhibit malicious behavior once again; this is a pattern we observed in our study. To 

explain this observation, we turn to an additional attack technique of Fast -Flux network s, which we more 

extensively describe in our Know Your Enemy: Fast-Flux Service Networks paper. Fast-Flux networks are 

networks computer systems with public DNS records that are constantly changing. If a malicious URL is part of 

such a network, it might resolve to actual different physical machines, which will only have access to their local IP 

tracking database. If a client honeypot accesses the same URL repeatedly, it might actually  interact with several 

physical machines that each trigger initially, but then permanently go dormant. From the client honeypot ôs view, 

however, it appears as if it is sporadically attacked. 

                                                 

 

 
7
 http://www.finjan.com/MCRCblog.aspx?EntryId=1601  

http://www.honeynet.org/papers/ff/fast-flux.html
http://www.finjan.com/MCRCblog.aspx?EntryId=1601
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00:  

01: //checks and saves user's IP hashed with browser  

02: //to avoi d future browser's hangup  

03: function CheckAddUser()  

04: {  

05: global $UseMySQL;  

06: global $dbstats;  

07:  

08: $ipua=md5(getenv("REMOTE_ADDR").getenv("HTTP_USER_AGENT"));  

09:  

10: if ($UseMySQL==0) {  

11: //text variant  

12:  $fn="users.txt";  

13:  if (file_ exists($fn)) {  

14:  $lines = file($fn);  

15:   if (in_array($ipua." \ n", $lines)==TRUE) {  

16:   //got dup  

17:   echo ";[";  

18:   exit;  

19:   }  

20:  }  

21:  

22:  //uniq record  

23:  $fp=fopen($fn,"a");  

24:  fwrite($fp,$ipua." \ n");  

25:  fclose($fp);  

26: } else {  

27:  

28: //mysql variant  

29:  $query = "SELECT * FROM ".$dbstats."_users WHERE data='".$ipua."'";  

30:  $res=mysql_query($query);  

31:  $merr=mysql_error();  

32:   if ($merr!="") {  

33:   //looks like no table, create & add data  

34:   $query="CREATE TABLE `". $dbstats."_users` (`data` VARCHAR( 32 ) NOT NULL ) ENGINE = 

    MYISAM ;";  

35:   mysql_query($query);  

36:     $query = "INSERT INTO ".$dbstats."_users VALUES ('".$ipua."')";  

37:     mysql_query($query);  

38:    

39:  } else {  

40:  //table found, check return ed set count  

41:  $rcount=@mysql_num_rows($res);  

42:  if ($rcount>0) {  

43:   //found data, prevent view  

44:   echo ":[";  

45:   exit;  

46:  } else {  

47:   //not found, add  

48:   $query = "INSERT INTO ".$dbstats."_users VALUES ('".$ipua."')";  

49:   mysql_quer y($query);  

50:  }  

51:  }  

52:  

53: }  

54:  

55: }  

Figure 4 - CheckAddUser Function 

 




